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Petition to the Georgia House Blue Ribbon Special Committee on Election
Procedures

October 15, 2025
To the Members of the Georgia House Blue Ribbon Special Committee on Election Procedures:

We, the undersigned Georgia voters and stakeholders in free and fair elections, respectfully
petition the Committee to adopt a statewide framework of hand-marked paper ballots, hand-
counted publicly at the precinct on election night with immediate posting of results. The
presentation by Garland Favorito (VoterGA) at the last Blue Ribbon Committee on October 8,
and corroborating state records, expert testimony, and court findings demonstrate that Georgia’s
current barcode/BMD-centric architecture is insecure, non-auditable in practice, and increasingly
noncompliant with governing standards and Georgia law.

Key findings supporting this request:
1. Single point-of-failure and remote-access risks

o Georgia operates a common, statewide system with no county-level mechanism to detect
malware received from the state (sworn testimony, 2024).

o Expert witnesses detailed exposed encryption keys in plain database text,
hard-coded/admin-shared passwords, and configurations permitting worldwide access to
critical components (SSMS bypass) sufficient to manipulate election databases in
minutes.

o Forensic analysis of an authenticated 2020 county server found internet activity,
thousands of program files modified post-installation, and an uncertified compiler
capable of propagating malware.

2. Proven tabulation errors and unverifiable barcodes

e A QR-code tabulation error was found in 65 of 67 Georgia counties in 2022
(SEB2022-348). The same Dominion Democracy Suite 5.5 flaw led Tennessee’s SOS to
recommend discontinuing its use; both EAC and Dominion acknowledged the error.

e A 2022 DeKalb race exposed machine count anomalies discovered by a candidate,
underscoring systemic risk.

o Reliance on QR/barcodes violates fundamental transparency: voters cannot verify what
the machine encodes or what the tabulator actually counts.
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3. Auditing limits for BMD elections

e The inventor of Risk-Limiting Audits, Dr. Philip Stark, has stated RLAs are meaningless
for BMD elections because BMD printouts are not an auditable record of voter intent;
two identical BMD ballots can conceal divergent machine behavior.

e Dr. Alex Halderman’s analysis concludes malware can evade pre-election and parallel
testing; L&A testing cannot prevent fraud. Image-only “audits” are not audits of
voter-verified ballots and have already been shown alterable.

4. Legal noncompliance and contract issues

e The Georgia Supreme Court recognized that Georgia’s paper ballot statutes govern: “Any
ballot marked by anything but pen or pencil shall be void and not counted.” O.C.G.A.
21-2-437.

e The Dominion contract itself specifies tabulation by barcode—contradicting voter-
verifiability and statutory provisions. Georgia law voids contracts for illegal performance
(O.C.G.A. § 13-8-1).

e Federal standards and recent directives increasingly disfavor QR-based voting and
require true voter verification prior to casting and counting.

5. Practical, lawful path forward

o Hand-marked paper ballots provide an original, voter-authenticated source document.

e Public, precinct-level hand counts—recorded, observed, reconciled, and posted on
election night—restore trust, detect anomalies immediately, and comply with O.C.G.A.
21-2-437’s hand-count provisions.

e Georgia has already enacted many transparency and chain-of-custody improvements
(2021-2025). Moving to precinct hand counts builds on that progress and closes the
remaining, most critical trust gap.

Accordingly, we respectfully request the Committee to recommend and the General Assembly to
enact:

o Statewide use of hand-marked paper ballots for all in-person voting, with accessible
options preserved.

o Publicly observed, recorded hand counts at each precinct on election night, with
immediate posting of precinct tallies and reconciliation of ballots, images, and recap
sheets.

e A statutory ban on QR/barcode-based tabulation and any unverifiable ballot
representations.
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